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PuTTY: a free SSH and Telnet client

Homelﬁlﬂmlm\um@\’w—rwﬁ\&gﬁ\mﬁ
load: Stable - Snapshot | Docs | Changes | Wishlist

PUTTY is a free implementation of SSH and Telnet for Windows and Unix platforms, along with an xtern terminal emulator. It is written and maintained primarily by Simon Tatham.
The latest version is 0.74. Download it here,

LEGAL WARNING: Use of PuTTY, PSCP, PSFTP and Plink is illegal in countries where encryption is outlawed. We believe it is legal to use PUTTY, PSCP, PSFTP and Plink in England and Wales and in many
other countries, but we are not lawyers, and so if in doubt you should seek legal advice before downloading it. You may find useful information at cryptalaw.org, which collects information on
cryptography laws in many countries, but we can't vouch for its correctness.

Use of the Telnet-only binary (PuTTYtel) is unrestricted by any cryptography laws.
Latest news
2020-11-22 Primary git branch renamed

The primary branch in the PUTTY git repository is now called nain, instead of git's default of master. For now, both branch names continue to exist, and are kept automatically in sync by a symbolic-ref on
the server. In a few months’ time, the alias naster will be withdrawn.

To update a normal downstream clone or checkout to use the new branch name, you can run commands such as ‘git branch -m master main' followed by ‘ait branch -u origin/main main’.
2020-06-27 PUTTY 0.74 released

PUTTY 0.7, released today, is a bug-fix and security release. It fixes bugs in 0.73, including one possible vulnerability, and also adds a new configuration option to mitigate a minor information leak in SSH
host key policy.

2019-09-29 PUTTY 0.73 released

PUTTY 0.73, released today, is a bug-fix release. It fixes a small number of bugs since 0.72, and a couple of them have potential security implications.

2019-07-20 PUTTY 0.72 released

PUTTY 0.72, released teday, is a bug-fix release. It fixes a small number of further security issues found by the 2019 EU-funded HackerOne bug bounty, and a variety of other bugs introduced in 0.71.

2019-07-08 Bug bounty concluded
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Download PuTTY: latest release (0.74)

Download: Stable - Snapshot | Docs | Changes | Wishlist
This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.
When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively, here is a permanent link to the 0.74 release.

Release versions of PUTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If you have a problem with this release,
then it might be worth trying out the development snapshots, to see if the problem has already been fixed in those versions.
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Package files

You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry)

MSsI (‘Windows Installer’)
32-bit: eutty0.74-instal ler msi (or by FTP) (signature)

64-bit: putty-64bit-0.74-installer msi (or by FTP) (signature)

Unix source archive
tar.gz cutty0.74 tar 0z (or by FTP) (signature)

Alternative binary files

The installer packages above will provide versions of all of these (except PuTTYtel), but you can download standalone binaries one by one if you prefer.
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B® PuTTY Key Generator ? X
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABACQDENeyKpObdwt ~

+fAtkvNJEeSIALEF/T snJpjUEZzwBZiEUPF
+xINM6E11EjYB/DyUxNBoZHeZzXE302sXUCIiRNK4hjtC49Y oR225T QuoQ3YBGwWXIERCglxW

WgEky3AS/PKHRGwC40xTIRQUDIZhpSYgMJRgkCrakiT GEWLEVevix/adoZ

+JmnicCOZBIBZO9MVen3ByZKIDMWE102z9Si+L 1IEdQtPMIolRzzAQS T Pnigl+heclEl v
Key fingerprint | ssh-rsa 2048 5d:8b:87:69:bb:6a:73:07:2d:90:c4:b1:5£18:ca:3a |
Key comment |irr1|:l::urle::l-::q::ﬁ»nssh-Ivma.q.nI |
Key passphrase: | |
Canfirm passphrase: | |
Actions

Generate a public/private key pair Generate

Load an existing private key file —F Load

Save the generated key Save publickey --"'!Eave private key
Parameters

Type of key to generate:

(@ RSA ()DSA ()ECDSA ( )Ed25519 () SSH-1(RSA)

2048

MNumber of bits in a generated key:
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B PUTTY Configuration ?
Category:
= Session ~ Basic options for your PuTTY session
.- Logging - .
& Terminal ﬁ:iemfy the destination you wantto connectto
- Keyboard “rost Name (or IP address) Bort
- Bell |22
E--ﬁ.i-aneciLures Connection type:
- Appearance (OJRaw () Telnet ()Rlogin @SSH () Serial
-~ Behaviour Load. save or delete a stored session
- Translation ]
B Selection 'Fvgd Sessions
- Colours |
E--C.?rgetctmn Default Settings ~ Load
ata 111 .
- Proxy AWS_demaol /
— it S
- Telnet MaverServerl e
- Rlogin MaverServer?
SSH Maverest] Delete
Tl Kex Navertest2 v
- Host keys
) ~ Cipher Close window on exit:
~[H-Auth (O Aways () Never (@ Only on clean exit
~TTY
~¥11 W
About Help Open Cancel

@ 'Category > Connection > SSH'S 2 &/ gtL|Ct,

@ 'Auth'E MEISH £ 'Browser'S
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B PUTTY Configuration ?
Category:
= Session ~ Basic options for your PuTTY session
.- Logging - .
& Terminal ﬁ:iemfy the destination you wantto connectto
- Keyboard “rost Name (or IP address) Bort
- Bell |22
E--ﬁ.i-aneciLures Connection type:
- Appearance (OJRaw () Telnet ()Rlogin @SSH () Serial
-~ Behaviour Load. save or delete a stored session
- Translation ]
B Selection 'Fvgd Sessions
- Colours |
E--C.?rgetctmn Default Settings ~ Load
ata 111 .
- Proxy AWS_demaol /
— it S
- Telnet MaverServerl e
- Rlogin MaverServer?
SSH Maverest] Delete
Tl Kex Navertest2 v
- Host keys
) ~ Cipher Close window on exit:
~[H-Auth (O Aways () Never (@ Only on clean exit
~TTY
~¥11 W
About Help Open Cancel

@ 'Category > Connection > SSH'S 2 &/ gtL|C},

@ 'Auth'& MEISH | 'Browser'S

22I810] PuTTYgenZ H2HSH private keyES S=$FL Lt

BT MES MESD A2 A2 Saved Sessions0| % 0|2 22 & Save HHES FEL|CH

Open: 23 YEE SHE Yt B2 QAAHATF AZ LD,
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$ passwd root
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